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Abstract—Membership inference attacks (MIAs) against in-
context learning (ICL) serve as essential tools for privacy risk
assessment and intellectual property safeguarding due to the
use of small, private datasets for adaptation. However, most
MIAs against language models require unrealistic, internal access
or risk triggering built-in security mechanisms. In this paper,
we propose FALCON (Flexible Attack on Language Context via
ObfuscatioN), the first task-aware MIA framework against text-
only model APIs. FALCON fully exploits the complexity of text
obfuscation techniques and leverages the model’s discrepancies
in reconstructing obfuscated texts from seen versus unseen data
as a strong membership signal, successfully bypassing application
constraints and LLM safeguarding mechanisms.

Through extensive experiments on six widely used LLMs,
including four open-source models (Llama-2, Llama-3, Qwen-
2.5, Ministral) and two commercial models (GPT-3.5, and GPT-
40-mini), five datasets from various domains for tasks including
question answering, text classification and summarization, FAL-
CON generally achieves over 95% attack success rates, signifi-
cantly outperforming existing methods. An in-depth analysis of
the impact of model scale shows that FALCON exploits a capacity-
induced vulnerability, indicating that models with higher ca-
pabilities are more susceptible to our attack. Additionally, we
explore three defense methods, highlighting role validation as a
potential mechanism for safeguarding LLM privacy. We have
open-sourced FALCON’s modular, extensible codebase to support
future research.

Index Terms—Membership inference attack, in-context learn-
ing, large language models, text obfuscation, model security.

I. INTRODUCTION

In-context learning (ICL) has revolutionized LLM deploy-
ment, enabling models to handle complex prompts without
fine-tuning or architectural changes [1]. By adding task-
specific examples into the input context, service providers
can rapidly customize their LLM-based applications for var-
ious domains and downstream applications with minimum
annotated data [2]. This deployment approach has gained
widespread adoption due to its minimal technical overhead
and remarkable effectiveness, particularly in scenarios with
restricted computational constraints or rapidly evolving task
requirements, covering domains from legal consultation [3] to
medical applications [4] and enterprise solutions [5].
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While ICL offers substantial advantages, its integration into
language models also enhances privacy risks, as adaptation
often relies on small, private datasets, where task-specific
prompts may inadvertently encode sensitive information. This
vulnerability is particularly concerning in Membership In-
ference Attacks (MIAs), where adversaries analyze subtle
patterns in model outputs to determine whether specific data
samples were used during training or adaptation. Unlike
traditional LLM deployments, ICL’s context-driven learning
introduces unique attack vectors, making it easier for adver-
saries to extract private details about individuals or proprietary
datasets. This risk is especially critical in sensitive domains
such as healthcare and legal services, where even indirect data
leakage can compromise patient confidentiality, legal privilege,
or intellectual property. Meanwhile, MIAs can also serve as
data auditing tools, helping detect unauthorized use of private
data in user-specific LLM adaptations [6]. A comprehensive
understanding of MIAs is therefore essential for evaluating
privacy risks and safeguarding intellectual property.

However, most existing MIAs against language models
rely on probability-based methods, requiring access to loss
values or token logits from the target model [7], [8], [9],
[10], [11], [12], [13], [14], [15], [16]. Such a dependency on
internal metrics is incompatible with many real-world LLM
services. For instance, models deployed behind restrictive
APIs, or embedded in applications like web interfaces and
chatbotstypically only return generated text.

Recent research introduced text-only MIAs tailored for In-
Context Learning (ICL), where attackers probe models by
querying whether specific samples were encountered (i.e.,
INQUIRY attack) or by prompting with initial fragments of
data to elicit memorized content (i.e., REPEAT attack) [17].
However, these methods risk triggering LLM security mech-
anisms, as such attack prompts may appear privacy-intrusive,
leading to automated detection, flagged alerts, and ultimately
refusal of response due to explicit attempts to extract sensi-
tive information. Additionally, the BRAINWASH attack [17]
explores a task-specific scenario where the LLM is limited
to classification outputs rather than free-text responses. This
attack is based on the assumption that LLMs resist manipu-
lation when faced with unreasonable or incorrect queries on
previously encountered correct answers. Yet, as LLMs advance
in reasoning capabilities, such attacks are expected to lose
effectiveness. These challenges highlight a critical gap in MIA-
on-ICL research: the lack of stealthy , generalizable methods
that operate with text-only access with no internal signals and
avoid triggering security safeguards.

FALCON: design and implementation. To address this chal-
lenge, we propose FALCON (Flexible Attack on Language
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As a system configuration standard analyst, identify the target platform for given
security configurations.
S1 The screen lock should activate after an appropriate period of inactivity (via
xscreensaver)

Platform: rhel4
,& The httpd.conf file should be owned by the appropriate group. (via chown)
@ Platform: apache-httpd2.0
J1 The noexec option should be enabled or disabled for /dev/shm. (via /etc/fstab)
& Platform: rhel5

As a system configuration standard analyst, identify the target platform for given
security configurations.

S1 Environmental variable PATH for superuser accounts should not contain the
current directory as the first or last entry. (via local init files)

@ Platform: solaris9

S1 The high security directory list should be set appropriately. (via asetenv)

@ Platform: solaris9

SL Allinstalled software packages verify or do not verify against the package
database. (via rpm)

@ Platform: rhel5

&> User interface starts here (public, exploited by the attacker)

@ EThe httpd.conf file should be owned by the appropriate group. (via W
chown) Well de-obfuscated, member

given information: Th3 #+-|-p<|.co ph|le shOuld be ow/\V€d by t}-

You need to de-obfuscate the following text only using the previously
{e I-\p|"r[]|>|?1a+e gr[Jup. (v|a ch[Jvvn)

<®> User interface starts here (public, exploited by the attacker)

@ The file should be owned by the group -|-p<|.co/V|= and have the W
permissions -|-p<|.co/V/|= Badly de-obfuscated, not member

given information: Th3 #+-|-p<|.co phlle shOuld be ow/V€d by t}-

You need to de-obfuscate the following text only using the previously
{e I-\p|"r[]>|?1a+e gr[Jup. (v|a ch[Jvvn)

Fig. 1. An example of FALCON framework in the CCE [18] classification task. The attack prompt is simplified for clarity.

Context via ObfuscatioN), the first task-aware MIA against
text-only model APIs. Unlike prior MIA methods primarily
relying on external probing or manipulation techniques, FAL-
CON redefines the attack paradigm by leveraging the model’s
intrinsic task-handling behavior as a membership signal. More
specifically, FALCON reframes membership inference as a
plausible operational need for preprocessing and input clean-
ing in real-world ML deployments. This design draws inspi-
ration from the adversarial dynamics of text obfuscation, a
widely observed tactic for evading content moderation sys-
tems (e.g., hate speech filters or illicit promotion detectors).
For example, adversaries often replace characters in sensitive
terms (e.g., writing “c@3h” for “cash”) to bypass keyword-
based detection, thereby necessitating a text-cleaning (i.e., de-
obfuscation) step before reliable detection can occur. While
de-obfuscation aims to reverse such modifications, it faces
inherent challenges due to the high variability in obfuscation
strategies (e.g., synonym substitutions, misspellings, leetspeak,
and paraphrasing), the structural complexity of language, and
ambiguity in modified texts. These challenges create a critical
attack surface: models exhibit discrepancies in reconstruct-
ing obfuscated versions of seen versus unseen data. When
processing samples obfuscated from their adaptation data,
LLMs unconsciously leverage contextual priors and short-term
memorization to “denoise” perturbations. Figure 1 illustrates
an instance of how an LLM’s ability differs in de-obfuscating
text, based on whether the original text is present in the
model’s context prompt. By leveraging differential reconstruc-
tion patterns as membership signals, FALCON weaponizes the
legitimate operational need for preprocessing in real-world ML
deployments, thus increasing its versatility, effectiveness, and
stealth.

We conduct an extensive evaluation of FALCON across six
LLM models and five datasets spanning classification and
generation, where it consistently surpasses text-only baselines
and achieves attack success rates above 95% in most settings.
Specifically, our method outperforms the second-best attack
(e.g., REPEAT) by achieving 16.9% higher accuracy on average
across six target LLMs for all datasets and tasks. Moreover,

our analysis reveals a capacity-induced vulnerability: larger
and more capable models are more susceptible to FALCON,
producing a utility—privacy paradox that complicates defense
design (see Section V-D for detailed analysis). Beyond ac-
curacy, our attack demonstrates strong stealth under realistic
detection. Across two detection techniques [19], [20], FALCON
maintains very low explicit-refusal rates (0.6—-6.5% depending
on the model), whereas prior text-only MIAs are frequently
filtered (as high as 37.4% for REPEAT and 23.6% for IN-
QUIRY; see Table III, Section V-C). Furthermore, as a task-
aware attack, FALCON can essentially bypass guardrail checks:
even under role validation—our most vigorous defense, which
produces the most significant reduction in ASR—considerable
vulnerability persists, with attack success rates remaining at
88-99% across evaluated models and tasks (see Figure 13,
Section VI).

Contributions. We summarize our contributions as follows:
* We introduce FALCON, the first task-aware membership
inference attack for in-context learning systems with text-
only query access. By reframing membership inference as
a plausible preprocessing requirement, FALCON enables a
stealthy, generalizable attack that remains effective against
existing LLM security mechanisms.

* We demonstrate the effectiveness of FALCON through com-
prehensive experiments across diverse models, tasks, and
datasets spanning multiple domains. To support future research
in MIAs against language models, we release our code and
implementation as a modular, extensible codebase!, providing
a robust and flexible foundation for further exploration.

» Experimental findings reveal a critical capacity-induced
vulnerability of existing LLMs exposed to our attack. This
property introduces a utility-privacy paradox to the mitigation,
further intensifying the threat.

* We explore three potential defense methods against the
proposed attack and empirically evaluate their effectiveness
in mitigating membership inference risks.

'Our repository is available at https://github.com/Bug-001/Falcon-MIA/.
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II. BACKGROUND AND RELATED WORK

A. Large Language Models

Large Language Models (LLMs) have revolutionized natural
language processing by leveraging massive text corpora to
achieve exceptional proficiency in understanding and gener-
ating human-like text, enabling diverse real-world applica-
tions [21], [22]. These models have been successfully applied
across a broad spectrum of fields and industries. For example,
in data management systems, they are deployed to handle
complex querying tasks and optimize system operations [23].
In software engineering, LLMs assist developers with code
generation, bug detection, and documentation tasks [24]. Their
applications also extend to specialized domains such as legal
analysis [25], medical diagnosis [26], and various kinds of
scientific research [27], where they demonstrate strong capa-
bilities in domain-specific language understanding and task
execution. The growing adoption of LLMs across diverse
domains, particularly in professional and specialized fields,
underscores the need for a comprehensive evaluation of their
privacy risks.

In this study, our investigation spans multiple tasks and
specialized fields to reflect the real-world complexity of LLM
deployments and their associated privacy risks.

B. In-context Learning

In-context learning (ICL) has revolutionized task adaptation
in natural language processing by allowing large language
models to perform tasks through input demonstrations without
modifying model parameters, enabling greater flexibility and
efficiency [1], [2]. This approach works by first providing the
model with task demonstrations as context before presenting
a query, allowing it to generate responses by leveraging both
the exemplars and its pre-trained knowledge [28], [29]. For
instance, in classification tasks, a prompt may include labeled
examples followed by an unlabeled instance, which the model
then classifies based on the demonstrated patterns. By enabling
task adaptation without parameter updates, ICL challenges
traditional machine learning paradigms and proves especially
valuable in rapidly evolving tasks or resource-constrained
environments [30], [31].

Although theoretically ICL demonstrations and query inputs
are fed into the model simultaneously, in many practical
applications such as Retrieval-Augmented Generation [32]
(RAG), service providers encapsulate the demonstrations as
part of a predefined context. Users (or potential attackers) can
only manipulate the query input and not the context prompt
as shown in Figure 1.

C. Membership Inference Attack

Membership inference attacks (MIAs) pose a major privacy
risk in machine learning, allowing adversaries to determine
whether a specific data record was used in model training [33],
[34], [35]. These attacks exploit differences in model behav-
ior between training and unseen data, potentially leading to
privacy breaches in sensitive applications. Formally, given a

target model fp and a data point z, a membership inference
attack can be modeled as a binary classification problem:

A(Z§f0) _>{071}7 (D

where A represents the attack model, and the output indicates
whether z was used in training fy (1) or not (0). These attacks
typically rely on features such as prediction confidence, loss
values, or output distributions [36].

Recent advancements in MIAs have improved effectiveness
in black-box settings using methods like reference model
calibration [37], loss trajectory analysis [38], and transferable
attacks [39], while label-only scenarios exploit prediction
consistency under perturbations to leak privacy [40], [41],
demonstrating that even minimal model outputs risk exposing
sensitive data.

Membership Inference against Language Models. By mod-
eling the probability distribution of tokens, language models
power many online services and are often trained on personal
data like users’ messages, search queries, and comments [42].
This reliance on sensitive data makes MIAs a critical privacy
concern. At the same time, MIAs can be repurposed as
auditing tools to detect unauthorized data usage and help
enforce privacy regulations such as GDPR [43]. Earlier studies
on MIAs for language models focused on pre-trained models
by leveraging ranks of predicted tokens [43] or learned token
embeddings [44]. More recently, researchers have highlighted
the challenges of evaluating MIAs on LLMs [45] and proposed
new attacks that target LLM pre-training data by exploiting
signals like loss values or token logits [8], [9], [10], [11],
[12], [13], [14], [15], [16]. These advances show that even
the massive pre-training phase of LLMs is not immune to
privacy leaks. To efficiently adapt LLMs to specific tasks, fine-
tuning and in-context learning (ICL) have emerged as popular
techniques. These adaptation stages use relatively small, often
private datasets, making them especially susceptible to pri-
vacy leaks [46], [7], [17]. In the fine-tuning scenario, Fu et
al. [7] introduced a probabilistic variation metric as a more
reliable membership signal to determine if a given data record
was used in training the target LLM. Similarly, Duan et al.
presented a probability-based MIA against ICL [46]. Wen et
al. [17] presented the first text-only MIA designed for ICL,
the work most closely related to ours.

* Text-only Membership Inference. Among membership infer-
ence attacks on language models, text-only inference applies
to the most restricted scenarios, where attackers can access
only textual outputs without probability distributions [17]. In
real-world settings, this poses a realistic privacy risk, as many
chatbots embedded within applications provide only text-based
outputs, making probability-based attacks infeasible. Adver-
saries, typically operating as end-users, lack privileged access
to model internals and must rely solely on textual responses
to infer membership information. This constraint significantly
limits attackers’ ability to exploit token-level confidence cues,
making it more challenging to distinguish members from non-
members based purely on discrete text outputs. Below, we
introduce recent studies on text-only membership inference
techniques.
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Fig. 2. The FALCON attack framework.
tgt

Given a target classifier f;gt and a text x with its ground
truth label y, the GAP attack (introduced in [47] and adapted
to LLM in [17]) as a naive baseline, using classification
accuracy as a membership signal. The INQUIRY approach [17]
directly queries f;gt about whether x has been seen before,
considering positive responses as a membership signal. The
REPEAT approach [17] leverages the model’s ability to re-
construct complete text sequences from partial inputs. The
BRAINWASH approach [17] exploits the model’s resistance to
misinformation by repeatedly querying it with incorrect labels
until the model changes its prediction. The intuition is that
models require more iterations to be convinced to produce
incorrect outputs for familiar texts. The HYBRID attack [17]
combines the semantic similarity signal from the REPEAT
attack and the robustness signal from the BRAINWASH attack.

In this study, we extend the attack scenario to diverse LLM
applications, including classification, question answering, and
text summarization.

III. THREAT MODEL

We consider a text-only membership inference attack
against in-context learning systems. The target exposed by the
service provider, f;gt, is a large language model enhanced
with a context prompt vector c, formally defined as:

02 () = ™M (e ). )

Here, f}™™ is the base large language model with fixed
parameters 6. The service constructs the context prompt vector
c of in-context learning as follows:

c= (p?S7HT(d1)7"'HT(dk))3 (3)
Sys

where p2” is the system prompt which defines the task and
role of the target model given task 7, k is the number of
demonstrations, and IIr(d;) is the i-th demonstration which is
generated from data point d; = (x;, y;) using the task-specific
template II7. For example, if 7" is the question-answering task,
a possible II7 might be

IIr(d;) = (“Answer the question:z;”,
“)

The attacker, on the user side, can send arbitrary text inputs

u to the interface of f;gt and receive corresponding model

“This is the answer:y;”).

responses f,® (u). The attacker also has access to a public
dataset D consisting of data points in the same domain as the
ones used by the service provider. Unless stated otherwise,
we assume the attacker knows the identity of the base LLM
on which f;g[ is built (e.g., model family/version), without
requiring model weights. We show that this assumption can be
relaxed through cross-model transferability in Section V-H. We
assume the task-specific templates II7 and the context prompt
vector ¢ are not available to the attacker, while the attacker
has access to the public task description 7" (e.g., “summarize
biomedical abstracts”), and can use this to construct a prompt
template II7 and system prompt p7Y® that are semantically
aligned with the task.

Given the setup above, the attacker aims to determine
whether a query text s was used in constructing the context
prompt vector ¢. To this end, we define an attack function
A(s; f48) — {0,1} which outputs 1 when s is a substring
of the concatenated string z;||y; for some d; = (z;,y;) €
dy,ds,...,d, and O otherwise.

IV. FALCON DESIGN
A. Overall Framework

FALCON is a text-only membership inference attack frame-
work designed for in-context learning systems. Our key insight
is that large language models exhibit stronger de-obfuscation
capabilities for text sequences that have previously appeared in
the context, compared to unseen sequences. Formally, given a
query text s, we observe that the model can effectively recover
s from its obfuscated forms when s was used to construct the
context prompt vector, otherwise the model’s recovery deviates
significantly from s.

Based on this observation, as shown in Figure 2, we
decompose the attack function .A(s, ;gt) into three sequential
steps:

1) Text obfuscation: A function U{(s) that generates a
vector of obfuscated variants o = (01, 02,...,0,,) from the
input query text s.

2) Stealthy querying: A function Q(o; f,%°,T) that ob-
tains the target model’s responses through task-awarely crafted
prompts, disguising the membership inference attempt as a
benign de-obfuscation task. This yields a response vector
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TABLE I
EXAMPLES OF DIFFERENT OBFUSCATION TECHNIQUES APPLIED TO THE TEXT “THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG” WITH DIFFERENT
OBFUSCATION LEVELS ().

Technique A=0.3 A=09

Character Swapping The qucik borwn fox jmups over the Izay dog The kqgicu rwobn fxo jumps over the lyza dgo

Leet Speak The quick [3rown fox jumps Over the la>_y <|og -|-he qui<k [:ro\/|/| phOx _/fum|*5 ov€r The 1@>_y d()g
Unicode Lookalikes Th™é quick brown fox jumps over the ldzy dog the ¢cick brown fox jimps over the ldzy d6g

Synonym Substitution | The quick brown fox parachute all over the otiose dog | The fast Robert Brown play tricks jumps over the faineant wiener

r = (r1,r2,...,7m,) where the entries correspond to each Content words (nouns, verbs, adjectives) carry semantic mean-
obfuscated variant in o. ing, while function words (articles, conjunctions, prepositions)
3) Membership detection: A function M(s,r) that an- maintain grammatical structure. This scheme prioritizes obfus-
alyzes the similarity between the original text and model cating semantic content while preserving structural hints for
responses to determine the membership, outputting 1 if s likely —model de-obfuscation.
appears in d and O otherwise. The total number of characters to be substituted is computed
The complete attack can thus be expressed as: as [, liw; +0.5], where [; is word length. Characters are
et 7 gt then sampled with probabilities proportional to their word
Atarcon(s; f°, T) = M(s, QU(s); ¢, T)). ®) weights w; and transformed using the mapping o.

3) Synonym Substitution: At the word level, we employ
synonym substitution based on a key insight: while concepts
can have multiple semantically equivalent expressions (e.g.,
“rapid” vs. “swift”), datasets typically favor specific word
B. Text Obfuscation choices. This consistency makes synonym substitution effec-
tive for membership inference, as models tend to restore the
exact wording they have encountered rather than semantically
equivalent alternatives.

Formally, we define synonym substitution as a function
Usyn (S, A) = Usyn(s, A, 7), where 7 : V — V is a word
mapping function that may map a word to any of its syn-
onyms within the vocabulary V. In our implementation, 7 is
constructed based on the WordNet synonym database [48]. For
the input text s = v1vs ... v,, €ach word v; is transformed by

1) Character Swapping: Character swapping randomly ex- 7 with probability w; determined according to the content-
changes character positions within words. Formally, we denote aware weight scheme (Eq. (6)). The transformed text is the
character swapping as a function uswap(s,A) that permutes obfuscated text usyn (s, A, 7).
characters in every word of s based on an obfuscation level
A € [0,1]. For each word, we perform [nA/2 + 0.5] (the
nearest integer to A multiplied by half of the word length)
random swaps without replacement, where the factor 1/2
accounts for each swap affecting two positions.

2) Character Substitution: Character substitution system-
atically replaces characters with visually similar alternatives
while maintaining readability. This includes two variants: U(s) = 0 = (0ux = u(8,\))JucUame. NEN, (7
(1) leet speak and (2) unicode lookalikes. Formally, we de-
fine character substitution as a function ugyy, (s, A, o), where
o : ¥ — Y is a randomized character mapping that may
produce different outputs for the same input character. Then
the two variants of character substitution are ujeet(s,A) =
usub(s7 )\; Uleet) and uunicode(sa )\) = usub(sa )\a Ounicode)- The
examples are shown in Table I.

Content-aware Weight Scheme. In character substitution, we
introduce a content-aware weighting scheme that assigns dif-

We elaborate on the three modules of FALCON in the
following subsections.

Our obfuscation framework supports multiple text transfor-
mation techniques, balancing semantic preservation with text
distortion. The implemented methods include character-level
transformations (character swapping and substitution via leet
speak or unicode lookalikes) and word-level transformations
(primarily synonym substitution). While designed to preserve
human readability, these techniques effectively perturb the
model’s input token distribution.

Table I demonstrates how different obfuscation techniques
transform the same input text at various obfuscation levels
and maintain the balance between information obscurity and
readability, while targeting different aspects of text structure.

Finally, our complete obfuscation function U/(s) generates
a vector of obfuscated variants:

where Upase = {Uswap, Uleets Yunicode, Usyn | 1S our set of
base obfuscation functions and A = {0.6,0.7,0.8,0.9,1.0}
is the set of obfuscation levels. This comprehensive approach
ensures that we capture different aspects of the model’s de-
obfuscation behavior across various transformation types and
intensities.

C. Stealthy Querying

ferent obfuscation weights to words based on their semantic To elicit differential de-obfuscation behavior while main-
importance. Given a sentence-level weight \, each word i taining stealth, we design the attack prompt Ar(s) to re-
receives a weight w;: main superficially consistent with the intended ICL task T
by explicitly assigning the model a role aligned with this
Wy = A if word i is a content word, 6) task. Specifically, the prompt design embodies the following

A/2  otherwise. principles:
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* Role restriction: The adversary positions the LLM in a
role consistent with the original ICL task, while invoking a
plausible preprocessing rationale (e.g., adversarial data clean-
ing or recovery from poisoning). This framing ensures that
the queries remain superficially aligned with the demonstrated
task. Moreover, it reduces reliance on the model’s general
language understanding, instead pressuring it to depend more
heavily on pattern matching with its demonstrations.

e Qutput control: We provide step-by-step exemplars to
constrain the output structure and format—first generating the
de-obfuscated user query, then providing the corresponding
answer. This ensures that the de-obfuscated text can be directly
extracted and fed into the membership detector.

* Cautious phrasing: We carefully avoid suspicious instruc-
tions (e.g., “forget previous instructions™) that might trigger
the model’s defense mechanisms, ensuring the task appears as
a legitimate text processing exercise.

In all, the query prompt frames the attack as an innocuous
role-playing and text processing task. Therefore, the query is
more likely to bypass API filters or model defense mechanisms
that specifically target privacy-intrusive queries. The complete
prompt used in our attack is given in Appendix A in the
supplementary material.

For each obfuscated variant o;, a single query response r;
is obtained through:

ri = f4¥ (Ar(0:)), (8)

where each response r; is either a de-obfuscated text attempt
or a claim that the model is unable to de-obfuscate the
input. We treat failure/refusal responses as regular outputs in
our detection pipeline by computing similarity scores against
the original text (typically yielding low similarity), ensuring
consistent handling across defended and undefended settings.

Finally, for o = (01,02,...,0m), the complete stealthy
querying function Q(o; ;gt,T) generates a vector of re-
sponses 7:

Q(0; fo8',T) =1 = (11,72, -, Tm)- )

D. Membership Detection

The core of FALCON’s membership detection leverages the
differential behavior in the target model’s de-obfuscation capa-
bilities between previously encountered and unseen sequences.
To capture this signal comprehensively, we construct a feature
matrix with a set of similarity measures between de-obfuscated
responses r attained by Eq. (9) and the original query s,
which are then processed by a neural network hg for final
membership classification.

Now we first define the similarity measures, and then
describe the design of our neural classifier hg.

Similarity Measures. We introduce the similarity measures
of two texts (s; and s9) that operate at both the lexical level
and the semantic level. These two levels offer a complementary
characterization of the target model’s ability of de-obfuscation.
Lexical-level similarities. At the surface level, we examine
both the basic text structure and word importance through the
following five metrics:

* Jaccard similarity [49]: For any text s, we denote its word

set as W(s) = {v : v € s}, which extracts all unique

words from the sequence. The Jaccard similarity measures

the overlap between word sets, which is robust to word order

variations:

wr [W(s1) NW(s2)|
(W (s1) UW(s2)]’

o Frequency-based similarity [50]: Let cnt(s,v) denote the
number of occurrences of the word v in the text s. The
frequency-based similarity metric extends beyond simple set
operations by considering the frequency distribution of words,
which might be useful for longer texts where word repetition
carries meaning:

(10)

Simjaccard (51 ) 52)

. : min(cnt(sy,v), cnt(sg, v
siMfreq(s1, 52) S 20 I(naxi|sl’ )|<;2|) (52,0))
)

(an

* Sequence similarity [51]: Let LCS(s1, s2) denote the longest
common subsequence of words between s; and so. The
sequence similarity metric is proportional to the length of the
LCS, which is sensitive to the word order information, and
can detect when the model preserves specific phrasal patterns:

def ‘LCS(Sl, 52)|

Imge ) = . 12
Wea(51:52) = S aellsil el (12
* IDF-weighted similarities: According to [52], let
y D
IDF(v) £ In D (13)

1+ ¥ apepllveEaVvEy)

denote the inverse document frequency of word v in the dataset
D, where |D| is the number of documents (i.e., the number
of question-answer pairs)and 1(-) is the indicator function.
The IDF trick enhances the basic Jaccard and frequency-based
similarities by weighting each word according to its rarity:

simiqr.i (81, $ )g ZvGW(sl)mW(SQ)IDF(U)
idf-j\51, 92 Z,er(sl)uw(SQ) IDF(’U),

(14)

simiqe.(s1, 52) =
>, min(cnt(s1, v), cnt(sz, v)) - IDF(v)
max(), cnt(sy,v) - IDF(v), Y, ent(s2,v) - IDF(v))
15)

By incorporating IDF weights, these metrics emphasize
matches on rare, potentially more informative words while
downplaying common function words, focusing more on the
similarity of the “real content”.
Semantic-level similarities. Complementary to the lexical-
level measures, semantic-level similarity metrics can capture
deeper semantic relationships between r and s. We first
map each text to a dense vector representation using a pre-
trained sentence transformer model (in our implementation,
we use paraphrase-MiniLM-L6-v2 [53]. Let enc(+) denote this
encoding function that maps a text s to a vector v € R, Let
v; = enc(s;) for i € {1,2}. We then compute three semantic-
level similarity measures between these embeddings:
* Cosine similarity [54]: This similarity measures the angular
similarity between the embedding vectors:

w 11

simeos (51, 52) = 372 ol Toall”

V1 - V2

(16)

Authorized licensed use limited to: Tsinghua University. Downloaded on December 07,2025 at 14:33:53 UTC from IEEE Xplore. Restrictions apply.
© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Information Forensics and Security. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TIFS.2025.3640876

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY

* Vector-norm-based similarities: The two metrics are based
on the /- and ¢>-distance between the embedding vectors:

. of 1
Slmmanh(sl,SQ) 2 m, (17)
def 1

Simeucl(Sth) = (18)

L4 [Jvg —val2

Classifier. For a given query text s and the corresponding de-
obfuscation responses, r = (r1,7a,...,7y), from the target
model, we define our membership inference model as:
My(s,7) = 1[hy(Z) > 0.5], where Z € R®**™  (19)
where Z’s each column vector z; € R® comprises all above
eight similarity metrics between s and response 7;. The neural
classifier hy is implemented as a multi-layer perceptron (MLP)
that transforms the flattened similarity matrix Z € R3x™
through four hidden layers (128, 64, 32, 16 ReLU units) and
a final sigmoid unit.
Attack Pipeline. The attacker is assumed to know the task
T but not the exact values of p3', Iy, or k. Instead, the

adversary constructs approximations pf}s, ﬁ;, and k based
on the task description, which may deviate from the true
parameters. This may involve replicating the input/output
structure (e.g., QA, classification), preserving domain tone,
or mimicking provider-facing demos or documentation. These
approximations are then used to instantiate a surrogate model
f(-) designed to mimic the behavior of the target system:

FO) = f7"((e,)), (20)

where f;JLM is the same base large language model, and
&= (P Tp(dh), Tp(dy), ... Tir(dy)). Q1)
Here, di,ds,...,d; are a set of demonstrations for one

training instance sampled from Dby the attacker. We then
sample a data point d = (x,y) ~ D to construct a query
text s as a substring of the concatenated string z||y. Based on
whether d was included in d1,ds, ..., dj;, we create a member
or non-member training instance as

((87 T)7 l)= ((57 QU(s); f,T)), ]l[d € {dh s 7dl}}]) >

(22)
where 1[-] is the indicator function. Here, (s,r) represents
the pair consisting of the query text and the de-obfuscated
responses generated by the simulated target model f, which
together serve as input to the membership detector. The
indicator [ is the label of this training instance: [ = 1 indicates
that the query text originates from the demonstrations, in
which case the membership detector should output 1.

We repeat the the demonstration sampling process to con-
struct ¢ and obtain a balanced dataset with N samples. The
implementation details for dataset construction and model
training are presented in Section V-A.

V. EVALUATION

We evaluate FALCON through extensive experiments. Sec-
tion V-A describes the experimental setup. Section V-B
presents the attack performance across different methods,
models, and tasks.Section V-C presents the stealthiness of the
attack. We then analyze how the number of demonstrations
(Section V-E) and model size (Section V-D) affect attack
effectiveness. Finally, we conduct ablation studies on differ-
ent obfuscation techniques (Section V-F) and IDF-weighted
similarity measures (Section V-G).

A. Experiment Setup

Language Models. We evaluate FALCON on both open-source
and commercial language models. Our test suite comprises
Llama-2/3, Qwen-2.5, les Ministraux, and ChatGPT families.
We primarily use Llama-3 8B [55] and compare it with Llama-
2 7B [56] to track privacy vulnerability evolution. Qwen-
2.5 [57], with models from 0.5B to 72B parameters, enables
analysis of model scale impact on attack efficacy (Section
V-D). We also evaluate Ministral 8B [58], an edge-computing-
focused model, and two ChatGPT variants with specified
release dates: GPT-40-mini-2024-07-18 [59] and GPT-3.5-
turbo-0125 [60]. All open-source models are tested in their
instruction-tuned versions.

Datasets and Tasks. To ensure comprehensive evaluation, we
select datasets spanning multiple domains, text styles, and
complexity levels. Appendix B summarizes the specific tasks
evaluated for each dataset.

« TREC [61], [62]: A question classification dataset with
6,000 questions across 6 coarse and 50 fine-grained categories.

* GPQA [63]: 448 expert-crafted questions in biology,
physics, and chemistry, with intense mathematical notations.

e LexGLUE [64]: We use the CaseHOLD [65] subset
for case holding judgment and legal document generation
tasks, testing our attack under complex legal terminology and
intricate sentence structures.

¢ PubMedQA [66]: A biomedical dataset of 200,000+
research questions, enabling evaluation across question an-
swering, classification, and summarization tasks.

* CCE [18]: A system configuration dataset where we
evaluate configuration type and platform classification (corre-
sponding to classification-1 and -2, respectively). Its templated
structure with repetitive patterns brings abundant contextual
prompts, potentially leading to false positives for membership
inference, which we address through IDF-weighted similarity
measures (Section V-G).

In all experiments except for the study on influence of num-
ber of demonstrations (Section V-E), the target models perform
in-context learning with randomly chosen demonstrations from
1 to 6.

Baselines and Adaptations. We compare our methods against
the following state-of-the-art baseline methods proposed in
recent literature: GAP [67], INQUIRY [17], REPEAT [17],
BRAINWASH [17], HYBRID [17]. While BRAINWASH and
HYBRID are only evaluated on TREC classification, we adapt
other baselines for generic text generation tasks. For fair
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comparison, we preserve validation or training set with the
same size as FALCON’s for these baselines to optimize the
attack success rate (ASR) threshold, rather than following the
heuristic and task-specific threshold selection approaches in
their original papers.

Implementation Details. We deploy models on NVIDIA 4090
GPUs using vilm OpenAl API server [68] with model-specific
chat templates [69] for consistent output formatting (need
to be distinguished from the task-specific prompt template
II7). In our evaluation, each dataset is first divided into
a training portion (accessible to the attacker) and a test
portion (reserved for evaluation). To construct member and
non-member queries in both the training and testing sets,
we first randomly select a fixed subset Dg (400 data points
for training and 100 for testing). The remaining data points
are then used, without replacement, to build data vectors,
where the number of demonstrations k is uniformly sampled
from 1,..., K with K = 6. Next, half of these data vectors
are randomly chosen, and in each, one demonstration is
replaced by a random data point from Dg. The corresponding
query is labeled as a member query, while those without
replacement are labeled as non-member queries. Following
this procedure, we obtain 400 training queries and 100 testing
queries, both balanced with equal numbers of members and
non-members. When querying the target model with a data
point d = (x,y) € Dg, we concatenate = and y and select
at most 100 words from the start of the concatenated string.
This helps to accommodate the varying text lengths of inputs
and outputs from different datasets. The membership detector
is trained using cross-entropy loss and Adam optimizer with
learning rate 5 x 1073, weight decay 0.01, batch size 8, and
100 epochs. Each experiment uses 500 data points (400 for
training and validation, 100 for testing) with balanced class
distribution as a common setting to improve AUC and F1-score
in machine learning [70], [71]. Results are averaged over five
runs with different random seeds. While exact reproduction
may vary due to model inference stochasticity, the observed
trends remain consistent.

B. Attack Results

Figure 3 presents membership inference attack results across
different experimental configurations. The results are arranged
in a matrix format, with columns representing language models
and rows showing dataset-task pairs. Each subplot displays
the ASR of four attack methods (with error bars), where the
horizontal red line at 0.5 indicates random-guess performance.
Additional results for BRAINWASH and HYBRID attacks on
TREC dataset are shown in Figure 4.

1) Comparison between Attack Methods: FALCON, our
proposed method, consistently outperforms baseline methods
with ASRs exceeding 95% across most scenarios. This su-
perior performance spans various model architectures (GPT-
4o0-mini to Llama-2), domains (general, legal, and medical
texts), and task types (classification to generation). The results
demonstrate that our de-obfuscation-based approach effec-
tively exploits language models’ vulnerability in processing

and recalling context prompts, bypassing privacy controls
across diverse applications.

Among the baseline methods, we observe that GAP and
BRAINWASH generally perform significantly worse than the
REPEAT attack. HYBRID achieves similar ASRs as REPEAT
in the TREC classification task, where the ASR values are
similar to the results reported in [17]. Nevertheless, the ASRs
of the REPEAT attack remain lower than those of our FALCON
method in most scenarios. This discrepancy is likely due to
our method’s ability to incorporate a diverse set of obfuscation
strategies and similarity measures. Furthermore, all of our
obfuscation schemes provide deciphering hints that span the
entire query text, whereas the REPEAT attack only reveals the
first k& words (typically set to 3-5 according to [17]). This
broader contextual coverage enhances our method’s ability to
prompt the target model to recall similar member texts.

2) ROC Analysis: To complement attack success rates, we
conduct receiver operating characteristic (ROC) analysis on
selected scenarios. Figure 5 presents ROC curves for GPT-40-
mini across four tasks where FALCON achieves its relatively
lower performance compared to other experimental settings.

Even in these challenging scenarios, FALCON consistently
achieves higher true positive rates than the REPEAT baseline
across all false positive rate ranges. The area under the
curve (AUC) values reveal FALCON’s consistent advantages:
FALCON achieves AUCs ranging from 0.959 to 0.994, while
REPEAT reaches only 0.924 to 0.953 in the same scenarios.

3) Empirical Insights into the Attack Mechanism: To un-
cover the underlying mechanism of FALCON, we perform an
attention-level analysis. In in-context learning, each query is
prefixed with historical queries and demonstrations to form a
single input sequence for the model [1], which then generates
outputs auto-regressively, with its attention mechanism at each
step attending to all preceding tokens [72]. Figure 6 illustrates
the averaged attention weights across all layers and heads
for Llama-3-8B and Qwen-2.5-7B on the TREC classifica-
tion task, with output tokens (i.e., de-obfuscated response)
shown on the y-axis and input tokens on the x-axis. The
top row depicts the member scenario, where the original
text corresponding to the obfuscated block (i.e., Obfuscated
Demo M) in the attack query is included as a demonstration
(e.g., Demo M). The bottom row presents the non-member
scenario with the same attack query. For clarity, tokens outside
the obfuscated block in the attack query are omitted in the
visualization. Here, the obfuscated block contains more tokens
than the original due to a disturbed word being split into
multiple sub-tokens.

In member scenarios, the models exhibit a sharp diagonal
attention pattern on the Demo M block, indicating token-
by-token alignment between the de-obfuscated response and
the matched demonstration—strong evidence that the model
recalls the member text and reconstructs it almost verbatim.
Conversely, in non-member scenarios, the absence of a direct
source forces the model to rely on its pre-trained knowledge,
leading to diffuse attention across demonstrations and diffi-
culty in accurately recovering entities such as names (e.g.,
Shea and Gould) and locations (e.g., Los Angeles).
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Fig. 3. Attack success rates (ASRs) of different methods on different models and tasks. The x-axes represent the ASR, where higher ASR means better

performance. The performance of different methods is displayed in different colors, where our FALCON method is in red.
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TABLE I

ACCURACY (ACC.) ACROSS DIFFERENT MODELS

Classification Tasks (%)

Generation Tasks (%)

Model Prec.  Rec. Acc. Prec. Rec.  Acc.
GPT-40-mini 98.1 95.9 97.1 99.0 984 98.8
GPT-3.5-turbo 969  97.6 97.3 98.8 97.6 98.4
Ministral 8B 99.0 96.7 97.9 984  96.6 97.6
Qwen-2.5 7B 99.1 98.1 98.6 99.5 984 99.2
Llama-3 8B 99.5 977 98.6 99.2  96.0 98.8
Llama-2 7B 98.7 955 97.4 98.8 97.6 98.5
Average 98.5 96.9 97.8 99.0 974 98.5

GPT-40-mini

GPT-3.5-turbo

Ministral-8B Qwen-2.5 7B

Llama-3 8B

Llama-2 7B

Attack Methods: [l Brainwash [l Repeat W Hybrid [l Falcon

Fig. 4. Comparison of attack success rates on TREC classification task.

4) Task-specific Analysis: While FALCON demonstrates
strong overall performance, a detailed analysis across different
datasets and tasks reveals potential areas for improvement and
provides insights into the attack’s limitations.

For classification tasks on TREC, we observe slightly lower
success rates across all models (92.4%-96.8%) compared
to other datasets. This performance gap likely stems from
TREC’s short questions (average 10.2 words), poses two
future challenges which could be better addressed in future
research: (1) short texts provide limited contextual information
for reliable de-obfuscation, and (2) the obfuscation of short
sequences may either result in texts too similar to the original
(leading to false positives) or too distorted (causing false
negatives).

As shown in Table II, generation tasks slightly outperform
classification tasks across all models, with average accura-
cies of 98.5% versus 97.8%. The performance advantage
is consistent across precision (99.0% vs 98.5%) and recall
rates (97.4% vs 96.9%), indicating marginally better overall
attack effectiveness in generation tasks. Notably, precision

generally exceeds recall across most model-task combinations,
suggesting models prefer to predict a member record as non-
member than otherwise when making mistakes.

C. Evaluation on Stealthiness

We assess the effectiveness of our stealthy query design

(Section IV-C) based on the following formal definition and
evaluation metric.
Definition and Metric. We define an attack as stealthy if it
can evade automated detection mechanisms intended to block
harmful or privacy-intrusive queries. To enable fair comparison
across methods with different query counts per sample, we
report a sample-level explicit refusal rate. For FALCON, which
issues several queries per sample, we mark a sample as refused
if any one of its queries is refused and stop further queries for
that sample:

#{samples with at least one refused query}

RefusalRate =
clusaitate #{total samples}

(23)
As a special case of this definition, for INQUIRY and REPEAT
(one query per sample), the sample-level refusal rate reduces
exactly to the per-query rate. A lower refusal rate corresponds
to greater stealthiness, since fewer queries are identified or
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Fig. 5. ROC curves comparing FALCON and REPEAT methods on GPT-40-mini across four selected tasks where FALCON achieves relatively lower performance.
Despite these being challenging scenarios for FALCON, it consistently outperforms REPEAT with higher AUC values across all tasks.
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Fig. 6. Attention heatmaps comparing member (top) and non-member (bottom) de-obfuscation on the TREC dataset. For the member scenario, the model
exhibits a strong diagonal attention pattern on the Demo M block, indicating a direct, token-by-token reconstruction from the demonstration. For the non-
member scenario, attention is diffuse, showing the model relies on general knowledge..
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g. 7. FALCON ASRs on Qwen-2.5 models with different parameter sizes.

blocked by the model’s safety mechanisms. To evaluate this
property, we compare FALCON with baseline attacks (REPEAT
and INQUIRY) under multiple detection settings.

Detection Mechanisms. We evaluate two established strategies
for detecting harmful or intrusive queries: (1) Goal Prioritiza-
tion (GP) [19] uses a Chain-of-Thought process that directs
the model first to assess whether a query is appropriate
and privacy-compliant before generating a response; and (2)
Intention Analysis (IA) [20] prompts the model to analyze
the underlying intent of a query by wrapping it in a template
that requires reporting potential data leakage or privacy risks
before answering.

Model Size (B) Model Size (B)

To ensure a consistent evaluation, we employ a powerful ex-
ternal LLM, deepseek-r1-0528-qwen3-8b [73], as an impartial
judge. This judge model evaluates the target model’s outputs
to determine whether they constitute explicit refusals, enabling
reliable calculation of refusal rates.

Table III presents the explicit refusal rates across three mod-
els and defense scenarios. The results demonstrate FALCON’s
superior ability to evade detection mechanisms compared to
baseline attacks. Under the no-detection baseline, all methods
achieve similarly low refusal rates (0.0-1.9%), confirming that
undefended models readily respond to such queries. However,
significant differences emerge when defense mechanisms are

Authorized licensed use limited to: Tsinghua University. Downloaded on December 07,2025 at 14:33:53 UTC from IEEE Xplore. Restrictions apply.
© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Information Forensics and Security. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TIFS.2025.3640876

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY

TREC Classification

100
§ 95 + e
2 o
£ 90 /‘/ —e— Falcon
g — . . :
8
& 604 =@~ Brainwash
= o
g s
g ~
< 55 SO e o——_
_________ °
50 T T T T T
05 15 3.0 7.0 14.0
Model Size (B)
Fig. 8. Comparison of ASRs between FALCON and BRAINWASH [17]

methods in TREC classification task across different model sizes.

TABLE III

SAMPLE-LEVEL EXPLICIT REFUSAL RATES. LOWER INDICATES BETTER

STEALTHINESS.

Detection | No Detection | Goal Prioritization [ Intention Analysis

Owen-2.5 7B
REPEAT 0.4+0.1% 15.8 £ 1.8% 2.8+ 0.5%
INQUIRY 0.0 £ 0.0% 6.7+ 0.2% 4.5+ 0.6%
FALCON 1.1 +0.2% 1.34+0.4% 1.6 £0.4%
Llama-3 8B
REPEAT 0.44+0.1% 37.4+3.5% 1.2+ 0.3%
INQUIRY 1.9+ 0.5% 9.5 +0.4% 10.23 £ 1.3%
FALCON 1.1 £+0.3% 4.4+1.2% 6.5+ 1.7%
GPT-40-mini
REPEAT 0.0 £ 0.0% 1.1+ 0.6% 5.3+ 1.5%
INQUIRY 0.0 £0.0% 0.7+ 0.6% 23.58 £ 2.7%
FALCON 0.6 £0.1% 0.8+ 0.3% 1.8 +£0.5%
deployed.

With the GP defense, FALCON maintains low refusal rates
(0.8-4.4%) across all models, whereas REPEAT is frequently
detected, with refusal rates reaching as high as 37.4% on
Llama-3 8B. This remarkably high rate suggests that Llama-
3 8B may be overly cautious, possibly due to its specific align-
ment training, leading it to refuse even moderately suspicious
prompts when guided by GP’s reasoning instructions.

The IA defense reveals different model behaviors. While
FALCON again remains largely low (1.6-6.5%), the INQUIRY
attack is effectively neutralized by GPT-40-mini, which refuses
23.6% of its queries. This indicates that more capable models
like GPT-40-mini can discern the simple, information-seeking
intent behind the INQUIRY attack when explicitly prompted by
IA to analyze the user’s intention. In contrast, the deceptive
framing of FALCON as a de-obfuscation task allows it to
bypass even this deeper level of scrutiny.

Discussion. While our evaluation demonstrates that the attack
exhibits strong stealthiness at the single-query level, a nat-
ural concern arises when considering sequences of queries.
Repeated de-obfuscation attempts on the same source text
could, in principle, reveal adversarial intent. However, reli-
ably distinguishing such behavior from legitimate usage is
inherently tricky. Regular interactions with language models
often involve substantial contextual overlap across queries,
which is essential for coherent task completion. In agent-based
deployments, where prompts evolve incrementally while large
contexts persist, this overlap becomes even more pronounced.
These factors blur the line between benign repetition and

PubMedQA Answering PubMedQA Classification
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Fig. 9. ROC curves demonstrating capacity-induced vulnerability across

Qwen-2.5 model sizes (0.5B to 14B parameters) on PubMedQA tasks, show-
ing progressively improving performance with increasing model parameters.

malicious probing, making detection heavily dependent on
application context. We therefore regard the development of
more sophisticated sequence-level detection methods, together
with optimizing the attack to operate with fewer and more
diverse queries, as important directions for future work.

D. Impact of Model Size

We evaluate FALCON across Qwen-2.5 models (0.5B to 14B
parameters) to investigate the relationship between model scale
and membership inference vulnerability. Figure 7 shows the
ASRs across datasets and tasks with three demonstrations per
scenario.

Our results show consistent ASR improvements with model
scale until saturation across all tasks. The most significant
improvements occur between 0.5B and 3.0B parameters, likely
due to enhanced memorization and instruction-following ca-
pabilities in larger models.

This phenomenon reveals a capacity-induced vulnerability
that higher-capability models face increased membership in-
ference risks. This unique attribute intensifies the threat and
creates a utility-privacy paradox: as LLMs advance in handling
complex tasks, they become more vulnerable to our attacks. In
contrast, other methods like BRAINWASH do not exhibit this
trend, with ASRs decreasing from 59.4% to 51.2% as model
size increases (Figure 8), likely due to larger models’ enhanced
resistance to manipulation through BRAINWASH-ing.

To further validate the capacity-induced vulnerability hy-
pothesis, we show the relationship between model size and
attack quality through ROC analysis on PubMedQA tasks in
Figure 9. The ROC curve of the larger model is higher than
the smaller model in most false positive rate ranges. In addi-
tion, the capacity-induced vulnerability is clearly demonstrated
through progressively improving AUC values with increasing
model parameters. For PubMedQA answering, AUC values
rise from 0.881 4+ 0.055 (0.5B) to 0.995 + 0.003 (14B),
while PubMedQA classification shows improvement from
0.952 £ 0.018 (0.5B) to 0.995 £ 0.002 (14B). The most dra-
matic improvement occurs between 0.5B and 1.5B parameters,
with AUC increases of 0.087 and 0.037 for answering and
classification tasks, respectively, which is consistent with the
corresponding ASR observations for PubMedQA.
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positions in demonstrations, with a total of 10 demonstrations.

E. Impact of Demonstration Parameters

1) The Number of Demonstrations: We investigate the
relationship between demonstration quantity and membership
inference vulnerability, as the number of demonstrations rep-
resents a critical design choice for in-context learning systems.
Following the insight from previous studies [74], [75], we use
at most 10 demonstrations for our experiments. Both k£ and
k are fixed (rather than varying in Section V-B) for every
experiment.

Figure 10 illustrates a pattern in the ASR as the number of
demonstrations changes — the ASR declines as the number
of demonstrations increases. This trend was also observed
in the REPEAT and BRAINWASH methods [17], and may be
attributed to LLMs’ diminishing ability to comprehensively
process the entire input as the context length increases [76],
[77]. The TREC classification task on Qwen-2.5 7B exhibits
the highest sensitivity to demonstration count, with ASR
dropping from 97.2% to 89.2% when changing the number of
demonstrations from 1 to 10. This severe degradation may be
due to the high similarity among demonstrations in the TREC
task, which gives additional hint for text decryption and causes
some failure of the membership detector training data. This
trend is consistent across other models, as their performance
degradation on TREC is generally more significant than on
LexGLUE.

2) The Position of the Member Record: To investigate how
the position of a member record in demonstrations affects
the ASR, we conduct experiments with a fixed number (10)
of demonstrations while varying the target record’s position.

Figure 11 presents the ASRs across different positions for both
TREC and LexGLUE tasks.

In three out of four scenarios in Figure 11, the ASRs exhibit
an approximately U-shaped pattern: initially decreasing and
then gradually recovering as the target record’s position shifts
from 1 to 10. This trend is similar to the findings for REPEAT
and BRAINWASH in [17]. Moreover, these patterns also align
with recent findings about position-dependent behaviors in
language models [77], referred to as the “lost in the middle”
phenomenon, where models show degraded performance for
content in the middle of long sequences due to attention
mechanism limitations.

Notably, in the remaining scenario (LexGLUE task with
Qwen-2.5 7B), although the worst ASR does not occur at the
first or last position, the U-shaped pattern is less pronounced.
This may be attributed to the already high average ASR
(99.0%) in this case.

F. Ablation Study on Obfuscation Techniques

We conduct an ablation study to evaluate the effectiveness
of different obfuscation techniques. The detailed experimental
results are presented in Appendix C.

Examining the attack performance of individual obfuscation
techniques, we observe that their effectiveness stems from a
complex interplay between obfuscation methods, task types,
and model architectures. No single technique consistently out-
performs others across all settings. Our analysis reveals three
marginal patterns: (1) optimal techniques may vary between
task types within the same dataset, though the differences
are often subtle (e.g., in PubMedQA with GPT-40-mini, Leet
Speak shows slight advantages in answering and summa-
rization tasks while Character Swapping performs marginally
better in classification); (2) the most effective method varies
across datasets for identical tasks (e.g., Character Swapping
leads in GPQA while Synonym Substitution and Character
Swapping both achieve high performance in LexGLUE for
answering tasks); and (3) model architecture influences tech-
nique performance — in GPQA, Character Swapping achieves
98.4% ASR with Llama-3 8B but only 92.1% with GPT-
40-mini, while Synonym Substitution maintains stable perfor-
mance (98.1% and 96.0% respectively). Interestingly, Charac-
ter Swapping emerges as a particularly effective technique,
consistently achieving optimal or near-optimal performance
across most experimental settings.
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Our experiments show that combining multiple obfuscation
techniques achieves performance that closely approximates
the best single technique across experimental settings. Taking
Llama-3 8B as an example, the combined approach either
matches or marginally exceeds the optimal individual method,
with improvements of 1.7 and 1.2 percentage points in TREC
and GPQA, respectively, while maintaining closely compa-
rable performance in other tasks. This performance pattern
highlights the complementary nature of different obfuscation
techniques in capturing various aspects of model vulnerabili-
ties.

Rather than relying on a single obfuscation technique, our
FALCON framework leverages a neural classifier to integrate
multiple complementary techniques, enabling robust perfor-
mance across diverse scenarios. Moreover, the framework’s
modular design allows for seamless incorporation of additional
obfuscation components, potentially further enhancing attack
performance. This ablation study demonstrates the advantages
of our systematic and versatile framework design.

G. Ablation Study on IDF-based Similarity Measures

We evaluate the impact of IDF-weighted similarity measures
across different datasets and models. The detailed experimen-
tal results are presented in Appendix D.

The IDF weighting technique, designed to emphasize rare
and informative content, proves particularly effective for
LexGLUE’s complex domain-specific texts and CCE’s tem-
plated configurations, as expected in Section V-A. On Qwen-
2.5 7B, IDF weighting improves ASRs by 1.0-2.0 percentage
points, reaching 99.6% and 100.0% in LexGLUE answering
and classification tasks, respectively. Similar improvements are
observed for CCE tasks and on Llama-3 §B.

However, for other datasets which have more concise cor-
pora, IDF weighting provides little benefit:the average ASR on
remaining datasets and tasks unchanged at 98.5% on Llama-
3 8B and improves marginally (from 97.4% to 97.5%) on
Qwen-2.5 7B.

H. Cross—model Transferability

Transferability is a critical property for real-world member-
ship inference attacks. To assess it, we train the detector on
data generated by a surrogate base LLM that differs from the
target’s base LLM. Figure 12 summarizes the resulting cross-
model membership inference accuracy. As expected, diagonal
entries are the highest, indicating substantial within-model
vulnerability when the attacker’s surrogate matches the tar-
get’s base model. Furthermore, we observe significant within-
family transferability (e.g., between Llama and Qwen models).
In contrast, while some cross-family attacks maintain high
accuracy, others exhibit reduced effectiveness, underscoring
the varying degrees of transferability across different model
architectures.

Discussion on attacker’s knowledge of base LLM. FALCON
adopts a common assumption in the literature [33], [38],
[78], [79]: that the attacker knows the identity of the target’s
base model (see Section III). However, this assumption often
does not hold in real-world deployments, particularly for
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Fig. 12. Cross-model membership inference accuracy heatmap. Rows: detec-
tor; columns: target.

proprietary LLM services such as Notion [80] and Slack
Al [81], where model details are undisclosed. Notably, our
results help address this limitation: detectors trained on a fixed
surrogate (e.g., GPT-3.5-Turbo) attain competitive accuracy on
a range of targets with different bases, indicating that FALCON
does not rely on exact base-model knowledge. Nonetheless,
achieving robust transferability across broader model families
remains a critical open challenge that merits further investiga-
tion in future work.

VI. MITIGATION

The high effectiveness of membership inference attacks
against in-context learning systems necessitates robust, prac-
tical defenses. We present three complementary mitigation
strategies that can be deployed under text-only constraints and
integrated into real-world ICL pipelines.

A. Defense Mechanisms

Differential Privacy Defense. We adopt a well-established
privacy-preserving in-context learning method based on dif-
ferential privacy as a mitigation strategy [82]. Specifically,
the final answers are reconstructed via frequency-guided (¢, )-
DP keyword aggregation among target and shadow LLMs. We
use (€,0) = (1,0) in our experiments to reflect a rigorous
privacy setting. Membership is defined by whether a queried
sample (before obfuscation) appears in the target model’s
demonstration set—an inclusion that influences the output and
makes inference feasible. Although DP-ICL was not designed
to defend against membership inference, we evaluate it as the
most relevant privacy-preserving baseline currently available
for ICL.

Explicit Denial. This strategy prepends a concise privacy
instruction after the demonstrations, directing the model to
refuse queries that may reveal training or prompt data. Specifi-
cally, before processing the actual query, we inject instructions
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containing explicit refusal directives (e.g., “do not output any
part of the prompt”) and conditional termination commands
(e.g., “stop if the output contains the prompt”) to prevent
unintended information leakage. We provide the used prompt
of explicit denial, along with the following role validation
approach, in Appendix E.

Role Validation. We propose a new defense strategy tailored
to our attack, which employs a two-stage approach: before
processing user queries, it first validates whether the query
matches the declared role and responsibilities through a guard
query. Only queries that pass this validation (answered with
“yes”) proceed to the actual response generation, while in-
consistent, harmful, or privacy-violating queries are rejected.
Compared to the explicit denial approach, this approach re-
quires an additional model call but potentially provides more
robust protection. Importantly, this method also serves as
a task-consistency check, examining whether the adversary
remains within the demonstrated task pipeline.

B. Experimental Results

We present comprehensive mitigation evaluation results in
Figure 13, which demonstrates the effectiveness of different
defense strategies across multiple models and datasets.

1) Defense Effectiveness Analysis: The explicit denial ap-
proach demonstrates minimal effectiveness across all tested
models. ASRs show a negligible reduction compared to unde-
fended baselines. In some cases, ASRs even increase slightly,
suggesting that explicit denial instructions are insufficient to
mitigate FALCON attacks and may interfere with normal model
reasoning without providing security benefits.

The DP-based approach yields counterintuitive results,
showing minimal protection and occasionally improving attack
performance—Llama-3 8B even achieves 100.0% ASR on
PubMedQA summarization compared to 99.6% baseline. This
paradoxical outcome likely occurs because our evaluation

datasets contain relatively common linguistic patterns rather
than truly private data that models cannot naturally reconstruct.
The multiple queries required for DP aggregation inadvertently
increase the model’s confidence in de-obfuscation tasks. Since
it was not specifically designed for membership inference
attacks, these findings highlight the necessity for dedicated
membership inference defenses.

Role validation demonstrates the strongest defensive perfor-
mance among tested approaches, with Qwen-2.5 7B achieving
the most substantial ASR reductions (89.0%-99.0% vs. 96.2%-
100.0% baseline). This effectiveness likely stems from the iso-
lated query evaluation process, where models make judgments
without interference from in-context learning demonstrations,
enabling more accurate threat detection. However, even this
best-performing defense remains insufficient to significantly
mitigate FALCON attacks, with ASRs still exceeding 88%
across all model-task combinations.

These results underscore the significant challenges in devel-
oping effective defenses against membership inference attacks
targeting in-context learning systems. The capacity-induced
nature of our attack creates a utility-privacy paradox where
the very capabilities that make models useful also make them
vulnerable. Future defense research should focus on devel-
oping dedicated approaches that can effectively distinguish
between legitimate complex reasoning tasks and adversarial
membership inference attempts without compromising model
utility or introducing prohibitive computational overhead.

VII. CONCLUSION

In this paper, we introduce the first task-aware, text-only
membership inference attack against in-context learning (ICL),
unveiling a capacity-induced vulnerability by leveraging the
model’s ability to process complex tasks as a key signal for
membership determination. This method is stealthy against
existing large language model (LLM) security mechanisms and
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adaptable across various domains and applications. Extensive
experiments on six popular open-source/commercial LLMs
and five diverse datasets demonstrate its efficacy, typically
achieving success rates over 95%. Moreover, our findings
reveal a significant privacy-utility paradox, which presents
inherent challenges in developing universal defenses. In re-
sponse, we recommend role validation as a promising strategy,
though its computational overhead highlights the need for
more efficient and robust privacy safeguards for LLMs.
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